Operating System

Using the Delegation of Control Wizard

Beta 3 Technical Walkthrough

Abstract

This technical walkthrough shows specific examples of how to delegate control of objects in a
Microsoft® Active Directory™ directory service folder, using the Delegation of Control Wizard in
the Active Directory Users and Computers Manager.
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INTRODUCTION This technical walkthrough shows specific examples of how to delegate control of
objects in a Microsoft® Active Directory™ folder using the Delegation of Control
Wizard in the Active Directory Users and Computers Manager. Three examples
illustrate the functionality:

Delegate complete control of an organizational unit called Autonomous Unit to
a group within the Autonomous Unit called AUAdmins.

Delegate creation and deletion of users in an organizational unit called
Divisions to a group called HRTeam.

Delegate resetting of passwords for all users in an organizational unit called
Divisions to a group called HelpDesk.
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USING THE To start the Delegation of Control Wizard
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2. Atthe Welcome dialog box, click Next and follow the instructions.

Delegation of Control Wizard

Welcome to the Delegation of
Control Wizard

Thiz wizard helpz you delegate control of certain objects in an
Active Directon folder, vou can azzign the tagk of managing
the objects or one or more properties of thoge objects,

To continue, click Mext.

¢ Back Cancel

Delegate Complete Control of an Organizational Unit

This technical walkthrough represents a common task that large organizations may
perform—delegate complete control of an organizational unit to some other group of
administrators, thereby partitioning the control of the directory namespace.

To delegate control

1. Start Active Directory Users and Computers, and navigate to the
organization unit (OU) on which you want to perform the delegation. In this
case, it is the Autonomous Unit OU.

2. Right-click the OU name, and select Delegate control. The path of the
delegated folder is shown below in the Name of the folder for which you
want to delegate control: text entry box.
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Delegation of Control Wizard

Active Directory Folder ﬁ
Specify the name of the Active Directony folder. c::

“r'ou can delegate control of any folder. [t iz recommended that wou delegate control at
the level of the domain ar organizational unit,

Marne of the folder for which vou want to delegate contral:

milah. mes. it/ Divigions/Froduct Groups/dutonormous L nit

Canicel I
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3. Onthe Group or User Selection screen, select AUAdmins by clicking Add.
Click Next.

Delegation of Control Wizard

Group or User Selection ﬁ
Select one or more groups and/or uzers to whom pou want to delegate contral. C::':

Selected aroups and users;
€T MILANAAL Admins

Add. Bemaove

Cancel I

4. Select Do customized delegation. This allows you to delegate control of the
entire container. Click Next.

Delegation of Control Wizard ﬂ
Predefined delegations :3
Select one or more predefined delegations or choose customn [ﬂ

(" Delegate one or more of the pre-defined delegations

List of delegations;

[ Create, delete, and manage user accounts
[ Fezet pazsword on a uzer account

[ Fead all user intarmation

[ todify the membership of a group

[ Join a computer to the domain

[ Manage published printer queves

{* Do customized delegation

< Back i Mext » I Cancel
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5. Select Entire Folder. Click Next.

Delegation of Control Wizard

Active Directory Object Type
Chooze the Active Directory object twpes vou want to delegate contral.

Chooze the objects you want to delegate control on,

% Entire falder
Manage folder, create new object types, and manage existing objects.

(" Dbjects in folder
M anage objects of the tppes selected from the fallmwing list.
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[ Cornection abjects

[ Cortact objects

-
-

I~ nclude both default and specified permissions far the selected abject ipes

Cancel

< Back I Mext » I

6. Select Full Control to delegate complete control. Click Next.

Delegation of Control Wizard

Permissions
Select the permizsions you want to delegate

B

Permizzionz to delegate;

Full Cantral

Delete

Fiead Permizszions
Modify Permizziong
b odify Chwrver
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— Filter aptions
W Show general permissions
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v Shaw creation/deletion of subobject permizsions

Cancel
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7.

Click Next to see the summary dialog box. Click Finish.

Delegation of Control Wizard

vt
e

Completing the Delegation of
Control Wizard

[vou have chosen to delegat control of objectz _j_‘_j
in the following Active Directory folder:

milah. mes. it/ Divizgions/Product Groupaddutonomaouz L

The groups, users, or computers to which you
hawe given control are:

FILAMSAL Adming
They have the folloving permiszionz:

Full Contral

=

< Back E Finizh ] Cancel I
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Verify the Permissions Granted
Use the Access Control List (ACL) Editor to verify that you set permissions

appropriately.

To verify permissions

Start the ACL Editor. Select Active Directory Manager. From the View menu,
select Advanced Features.
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Right-click the Autonomous Unit OU, and select Properties.

Select the Security tab and click Advanced. Select the Permissions tab, and
note the several permission entries that apply to User objects. One of them is

for AUAdmiIns.

Double-click AUAdmins, and you see that it gives full access on the OU and all
its subobjects, that is the entire subtree. This indicates that permissions were
granted correctly.
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To verify the delegation

1.

Log on to a user account that is a member of AUAdmIns group.

Note: You might not be able to log on interactively with this user if your machine is a Domain
Controller. You must grant logon access to AUAdmins using the Security Configuration and
Analysis Microsoft Management Console (MMC) snap-in.

Start Active Directory Users and Computers.

Attempt an arbitrary operation in the Autonomous Unit. For example, create a
user using the New menu. The operation is successful. If you attempt a similar
operation outside the OU, it fails and displays an Access Denied message. This
confirms that the delegation was successful and is correctly scoped.
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Delegate Creation and Deletion of Users

This technical walkthrough represents another common task that large
organizations perform—delegate the task of creating/deleting user accounts to the
HRTeam, representing the Human Resources group. This delegation is at the next
level of detail—giving object specific rights in the container, in this case the object is
User.

To delegate creation and deletion of users

1. Start Active Directory Users and Computers, and select the organization unit
you want to perform the delegation on. In this case it is the Divisions OU.

2. Right-click the OU name, and select Delegate control... The path of the
delegated folder appears in the Name of the folder for which you want to
delegate control: text box.
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Delegation of Control Wizard ﬁ

Active Directory Folder :3
Specify the name of the Active Directory folder. (ﬂ

'ou can delegate control of arw folder. It iz recommended that vou delegate control at
the level of the domain or organizational unit.

MHame of the folder for which pou want to delegate control;

milan. s it Divizions

< Back I Mext » I Cancel

3. Select HRTeam and click Add.

Delegation of Control Wizard E3

Group or User Selection :3
Select one or more groups and/or uzers ba whom pou want b delegate contral. (ﬂ

Selected groups and uzers:
T MILANSHR T 2am

Add... Hemoye

< Back I Mext » I Cancel

12 Microsoft Windows 2000 Delegation of Control Walkthrough



4. Use one of the pre-defined delegations (the default). Select Create, delete,
and manage user accounts to delegate creation/deletion of users in this
container. Click Next.

Delegation of Control Wizard

Predefined delegations ﬁ
Select one or more predefined delegations or choose customn C::

{* Delegate one or more of the pre-defined delegations

Lizt of delegations;

Create, delete, and manage uzer accounts
[ Feset pazsword on a uzer account

[ Fead all user infarmation

[ todify the membership of a group

O Join a computer to the domain

[ tanage published printer queves

" Do customized delegation

< Back E Mext » ] Cancel

5. Click Next to see the summary dialog box. Click Finish.

Delegation of Control Wizard E

Completing the Delegation of
— o] Control Wizard

=

[vou have chosen to delegat control of objectz _j_‘_j
in the following Active Directory folder:

rnilan. mes. ik Divizions

The groups, users, or computers to which you
hawe given control are:

MILAMSHRT 2am
“r'ou zelected the following pre-defined delegations:

Create, delete, and manage user accounts

=

< Back E Finizh ] Cancel I
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To verify the permissions granted

1. Start the ACL Editor. Select Active Directory Users and Computers. From

the View menu, select Advanced Features.

2. Right-click the Divisions OU, and select Properties.

3. Select the Security tab, and click Advanced. You see several permission
entries that apply to user objects, including one for HRTeam.

4. Double-click HRTeam, and you see that it gives Create User objects and

Delete User objects rights to HRTeam in the container (Divisions OU) and all

sub-objects (entire subtree under the OU). This indicates that task was

completed successfully.

Access Control Settings for Divisions

Permissions !Auditing | Dwner |

Permission Entries:

Type I Marme | Fermizzion | Apply to A]
%}, Allow  HRTeam [MILANYHRTeam]  Special thiz object and all subobje:
%% Allow  HRETeam [MILANAHRTeam]  Special Lser objects

% Al Print Operatars (MILANAPL. . [EE———m—"— Entry for Divisions
?&Allow R&S and 145 Servers [MIL...

T bllow  RAS and 145 Servers [MIL... Object | Propeties |
%Allow RaS and A5 Servers [MIL...
T bllow  FAS and 145 Servers [MIL... Nane: IHFlTeam [MILAMYHRT eam]
@7 llow  Self
- Apply onto: |Usel ohijects j
Add... Remove
“ Permizsionz; Aillows Deny
Thiz permiszion iz defined directly on thiz obj Full Cartral O =i
Lizt Contents a
List Object a
Fead All Properties a
IV &llow inheritable permissions fiom parent t frite: &l Properties a
Add/Remove Self as Member a
Delete a
Delete Sublree a
Fead Permisziong O &=
Modify Permissions a
todify Dwrer a
All Extended Rights a
Create &l Child Objects a LI
Apply these permizszions to objects and/or Clear Al I
containers within thiz container only

oK

Cancel I
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To verify the delegation

1. Log on to a user account that is member of HelpDesk group.

2. Start Active Directory Users and Computers, and select any OU within the

Divisions OU.

3. Right-click and select New. On the submenu, you see User, the option to

create a new user.

4. This verifies that you can create users as member of HelpDesk group now.
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Delegate Resetting of Passwords for All Users

This technical walkthrough represents an important task that large organizations
perform—delegate the task of resetting passwords on user accounts when users
forget them and call into the HelpDesk team.

To delegate resetting of passwords

1. Start Active Directory Users and Computers, and select the organization unit
you want to perform the delegation on. In this case, it is the Divisions OU.

2. Right-click Divisions, and select Delegate control.... The path of the
delegated folder appears in Name of the folder for which you want to
delegate control: text box.

Delegation of Control Wizard ﬂ
Active Directory Folder ﬁ
Specify the name of the Active Directory folder. [:::

'ou can delegate control of arw folder. It iz recommended that vou delegate control at
the level of the domain or arganizational unit.

MHame of the folder for which pou want to delegate control;

milan. s it Divizions

< Back i Mext » I Cancel
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3. Select HelpDesk by clicking Add.

Delegation of Control Wizard ﬂ
Group or User Selection :3
Select one or more groups and/or uzers ba whom pou want b delegate contral. (ﬂ

Selected groups and uzers:
T MILAN HelpD eck

Add... Hemoye

< Back I Mext » I Cancel |

4. Again, you should use one of the pre-defined delegations (the default). Select
Reset password on a user accounts, as shown in the picture below. Click
Next.

Delegation of Control Wizard E

Predefined delegations ﬁ
Select one or more predefined delegations or chooge custom l:::

{* Delegate one or mare of the pre-defined delegations

Lizt of delegations:

[ Create, delete, and manage user accounts
Reset pazzword ok a uszer account

[ Read all user infarmation

[ todify the membership of a group

O Join a computer to the domain

[ tanage published printer queles

(" Do customized delegation

< Back I Mext » I Cancel

5. Click Finish.
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Delegation of Control Wizard

Control Wizard

Completing the Delegation of

i—"(c:u have chozen to delegat control of objects
in the fallawing Active Directary falder:

milan. mes.it/Divisions

The groups, users, or computers bo which you
hawe given control are:

MILAMN Y HelpD esk,

Feset pazzword on a user account

v'ou zelected the following pre-defined delegations:

H

< Back ! Finizh I

Cancel i

To verify the permissions granted

1. Start the ACL Editor. Select Active Directory Users and Computers. From

the View menu, and select Advanced Features.

2. Right-click the Divisions OU, and select Properties.

3. Select the Security tab, and click Advanced. You should see several

permission entries that apply to User objects. One of them is for HelpDesk.

Access Control Settings for Divisions

Permissions I Auditing | Dwner |

Permizsion Entries:

Tupe | I ame I Permigsion I Apply ta _:_]
%& Allow  Ewvemone Special User objects
% HelpDesk MILAN'HelpDezk]  Special Uszer objects
?h Allow  HRTeam [MILAMNYHRT 2am) Special thiz object and all subok
?& Allow  HRTeam [MILAMYHRT 2am) Special Uszer objects

% Allow  Print Operators [MILAMYPrnE .. Special thiz object anly

% Allow  BAS and 1AS Servers [MILAM... Read Froperty  User objects

?ﬁa Allow  RAS and 145 Servers (MILAM...  Fead Property  User objects

gﬁ Allow  RAS and 145 Servers (MILAM... Read Propertv  User obiects *|
4 b ]

Add... Remaove View/Edi...

Thiz permizsion iz defined directly on this abject.  This permiszion iz inherited by child objects.

v &llow inheritable permizsions from parent to propagate o thiz object

Cancel Apply

]

ey
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Double-click HelpDesk and you should see that it gives Reset Password right
on user objects. This indicates that task was performed. All the other
permissions that apply to user objects are the defaults that were picked from
the schema.
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To verify the delegation
1. Log on to a user account that is member of HelpDesk group.

2. Start Active Directory Users and Computers, and select any user within
Divisions OU.

3. Right-click the user name, and select Reset Password. The password is reset.

4. Try the same operation on a user outside Divisions OU. The reset attempt fails,
and an Access Denied message is displayed. This confirms that the delegation
was successful and is correctly scoped.
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Variations to the Delegation Task

This technical walkthrough is an example of the highest level of control that can be
delegated in Active Directory—one operation that applies to objects of certain type
is delegated within a specific OU. There are several other variations that may be
interesting:

Instead of delegating a control right such as Reset Password, you may want to
delegate ability to read/write telephone number attributes for all User objects to
a group called Receptionist. If you try this walkthrough, the differences are:

You have to use a customized delegation; the pre-defined ones do not
suffice.

You must select the User object and choose Phone and Mail Options.
Additionally, to see property specific rights, you must select the Show
General Permissions check box and clear the Show Property
Permissions and Show creation/deletion of subobjects permissions
check boxes. These check boxes allow you to see different types of rights
that you can grant. Because the list of rights can be extremely large, these
check boxes allow you to filter interesting rights.

Instead of delegating a control right such as Reset Password, you may want to
delegate full access on all user objects to a group called NetAccounts. If you
try this walkthrough, you must choose Full Control instead of Reset
Password.

Note: This is a distinction from the delegation done to HRTeam for creation/deletion of user
objects in the second example above. In this instance, you have delegated management of
existing accounts to NetAccounts but they still cant create new accounts. HRTeam can create
new accounts but do not manage them.

Another variation could be to delegate ability to manage printers under
Computer objects in the Print Servers OU to printer admins, using the pre-
defined delegation.

Microsoft Windows 2000 Delegation of Control Walkthrough
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows 2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows 2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows 2000 Beta 3 distribution
media for some of the known issues.

22 Microsoft Windows 2000 Delegation of Control Walkthrough



